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ABSTRACT

The Low Slow Flyer (LSF) renains a dangerous threat to
critical homel and assets. In this thesis we use the Joint
Conflict and Tactical Sinulation (JCATS) to assess the
vul nerability of +the Los Angeles International Airport
(LAX) to Low Slow Flyers. Qur measures of effectiveness
are the reaction tinmes LAX has to defend itself against LSF
threats fromall directions. W find that LAX, by itself,
has several wvulnerabilities. By integrating LAX with a
couple of well-chosen existing airport radars, in the
spirit of Network Centric Warfare, we can greatly enhance
the average reaction tine. However, LAX still IS
vul nerable at certain approaches from the sea. We can
elimnate this vulnerability by utilizing a Navy Cuided
M ssile Cruiser.
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EXECUTI VE SUMVARY

Recent years have shown that the only Super Power in
the world, the United States, is vulnerable within its own
borders to terrorist attack. Wth this vulnerability, the
US mlitary nust step up its theories and practices on
the hone front. One particular threat that has not gone
unnoticed is the Low Sl ow Fl yer (LSF).

There is an immnent threat of LSFs towards our
mlitary and civilian popul ations. There exists a concern
that the mlitary is no longer the target of attacks, but
that the civilian population is well within the reach of
terrorists. There is a need for mlitary assets to protect
our citizens against these terrorist threats wthin our

bor ders.

Los Angeles International Airport (LAX) is a prine
target for terrorists due to the public sensitivity and
potential damage it would cause. This study nodels the
capability of defending LAX against a LSF using multiple
radar sensors currently in the vicinity of Los Angeles, and
bol stering the defense neasures by adding an AEG S Mssile

Cr ui ser.

Qur threat is the Low Slow Flyer since it is readily
accessible to terrorists. The LSF is also a viable threat
because the low altitude masks the threat from radars and

its low speed allows the aircraft to follow the contours of

t he | and. These two characteristics conbine to allow the
threat to be undetected until it is in close proximty to
its target. Traveling on civilian air routes and because

the LSF is widely used by the civilian popul ous al so nake

XV



them a potential terrorist threat because they blend in

with normal civilian air traffic.

Qur nmeasure of effectiveness is the reaction tine
allowed to LAX based on the detection ranges from al
resources. The detection range is the 95% | ower bound from

Qur
This study ainms to quantify the potenti al
t he

mul ti ple sensors. goal is to nmaximze the avail able
reaction times.
advantages of interconnectivity of airport radars in
Los Angel es area and the suppl enent al
such as an AEG S Crui ser. Ve will

and Tactical Sinmulation (JCATS) to cal cul ate our

val ue of Navy assets,
Confli ct

neasur e of

use the Joint

effectiveness with the Los Angeles International Airport as

t he target.

LAX had two weaknesses in its detection contours due

to |andmasses obstructing the ability of the radar to
detect the threat. W created a network of shared radar
data by adding sensors to increase the detection ranges.

is able to cover
In Table 1,
LAX.

The network of radars
the LAX radar.

addi ng

the dead space not
covered by you can see the
The LAX val ues

is only 5 mnutes for

val ue of resources to support
in which

Once sensors are networked the sl owest

show a weak point there

reacti on. reaction

is nmore than doubled to over 12 mnutes of reaction
Table 1,

in the Los Angel es Area.

time

time. bel ow, shows the gain by networking sensors

LAX Recommended
Range (km) | Time (min) | Range (km) | Time (min)
Average 43.12 12.83 97.35 28.97
Minimum 17.36 5.17 42.23 12.57

Tabl e 1. Advant age of Addi ng Resources

XVi




Figures 1 and 2 bel ow show the correspondi ng 95% | ower
confidence bounds for the two instances shown in Table 1 as
the black Iine around LAX Visually the advantage of
networking the radar systens beconmes obvious wth the

differences in the two figures.

FI GURE 1. LAX Wt hout NetworKking

XVi i
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FI GURE 2.
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. 1 NTRODUCTI ON

A | NTRODUCTI ON

In recent years the Honeland Security Council has been
buil ding nmomentum to bolster the donestic defense of the
United States. The attack on USS COLE and the events that
occurred on Septenber 11, 2001 led to the conception of the

Honmel and Security Council. These attacks caused feelings
of wvulnerability to increase wthin the nation. The
mlitary has stepped up its self-defense neasures
t hroughout the nation. However, one area that still

requires inprovenent throughout the mlitary and especially
in the vicinity of naval harbors, like Los Angeles, is air
def ense agai nst Low Sl ow Flyers (LSFs).

Currently there is an immnent threat of LSFs towards
our mlitary and civilian popul ations. The Air Force and
Arny continue to lead anong mlitary services in regards to
the theories and practices of area air defense. A program
must be inplenmented for the Navy to strengthen the defense
of naval harbors and bases against this threat. There is a
growing concern that the mlitary is no longer the target
of attacks, and that the civilian population is in need of
mlitary assets for protection against these terrorist

threats.

This thesis wll define a current threat to US
National Security and aid in the devel opnment of prograns,
met hods, and deploynent of resources against Low Slow
Flyers in order to maximze reaction tine and ultimtely

|l ead to the destruction of these threats.



B. BACKGROUND

As previously nentioned, the Arnmy and Air Force
currently practice simlar air defense practices. The
Patriot Mssile System MANPADs, Stinger Mssiles, and
other resources currently exist for area air defense. Sone
considerations to take into account wuld be ease of
training Navy personnel, availability of weapons, placenent
of weapons, and nobility.

The threat of Low Slow Flyers has not gone unnoticed,
but has been unchal | enged. On Septenber 11, 1994 a single
engi ne Cessna crashed into the Wite House with no early
war ni ng. \Wen asked how nuch reaction tinme was offered, a
Secret Service Agent replied, “I think enough tine to run
for cover.” This is an amazing anmount of time given that
National Airport had radar contact on the aircraft mnutes
before the crash. In this case the plane disregarded all
Federal Laws that prohibit flying over or near the Wite

House. The Cessna flew in unchall enged.?

In January 2002 in Tanpa, Florida, a 15-year-old pilot
di sregarded Coast CGuard helicopter warnings and flew a
Cessna into a skyscraper. This case occurred post 9/11 and
in the same city as the Central Comrand. Again, air-
traffic controllers at St Petersburg-C earwater Airport
noti ced the Cessna had taken off w thout clearance. Two F-
15s were scranbled as a precautionary mneasure but it is
unknown if they reached the Cessna before it crashed into
the 40 story Bank Anerica buil ding. 2

1 Radar Detected Airplane Before Wite House Crash, Ruben Castaneda
and Pierre Thomas, The Washi ngton Post, Septenber 13, 1994.

2 Tanpa crash raises serious security questions, ww.cnn.com CNN,

January 6, 2002.
2



These two cases occurred despite defensive neasures.
And, the 15-year-old pilot was successful in causing terror
in the post 9/11 era with the current defensive neasures in
place. The threat of a Low Slow Flyer is now on this side
of the horizon.
C. PROBLEM STATEMENT

The United States has nmany enemes that use
unconventional neans to achieve their objectives. One
threat the Navy mnust bolster its defense against is the
threat of Low Slow Flyers. Low Slow Flyers are cheap, in
regards to both cost and deploynent nethods, and can be
| aunched from many | ow security areas.

To aid in the developnment of air defense nethods, we
researched resources and conducted conbat sinulations to
assist in the connectivity of resources currently in place
in Los Angeles, as well as the additional placenent of
mlitary resources to key strategic positions. e
concentrated this thesis on the Los Angeles area, but the
nmethod used in this study can be applied to any area of

concern where LSF terrorist threats are probabl e.

The first step is to define the threat. Low Sl ow
Flyers (LSFs) are a main air threat to targets within the
national borders as well as our Naval Bases. The | ow
altitude masks the threat from radars and the speed allows
the LSF to follow the contours of the | and. These two
characteristics conbine to give little to no tinme to act in
sel f-defense. Traveling on civilian air routes and because
the LSF is widely used by the civilian popul ous al so nake
them a potential terrorist threat because they blend in
with normal civilian air traffic. LSFs have nmany forns,
hel i copters, privately owned airplanes (Piper Cubs,

3



Cessnas, etc), and unmanned aircraft. The majority of
attacks from LSFs woul d be suicide mssions, wth payl oads
consi sting of explosives, chenical weapons, or perhaps even
nucl ear weapons. Future threats fromterrorists could al so
consist of unmanned aircrafts (UAVs) carrying weapons
payl oads as previously nentioned. These UAVs nmay pose a
nore dangerous threat since they do not need airport
facilities to be | aunched against their target.
D. MEASURE COF EFFECTI VENESS

Qur neasure of effectiveness is the aspect dependent
reaction tine. Visually, this closely resenbles a cookie
cutter radar detection ring, but with a slight change due
to the effects of the land elevation that wll alter the
detection radius. The neasure of effectiveness is the
detection radius calculated fromthe 95% | ower bound of the
detection ranges from nultiple sensors. Then, we wll
calculate the reaction tinmes the high value target wll
have for evacuation and/or self-defense. Qur goal is to
maxi m ze the available reaction tine. This study ains to
guantify the potential advantages of interconnectivity of
airport radars in the Los Angeles area as well as the
proper placenment for mlitary sensors to achieve the
| argest reaction times and also to show how vul nerable Los
Angel es International Airport nay be to an attack from a
Low Slow Flyer. W will wuse the Joint Conflict and
Tactical Simulation (JCATS) to calculate our neasure of
effectiveness with the Los Angeles International Airport as

the target.

LSFs have extrenely high potential for causing damage,
therefore early warning is a primary goal in this research



New radar systens or new inplenentations of current radar

systens are essential for the success of self-defense.
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1. JO NT CONFLI CT AND TACTI CAL SI MJLATI ON

Reaction tines are calculated using the Joint Conflict
and Tactical Simulation (JCATS). For nmore information on
JCATS, visit http://ww. jwic.jfcomml/. JCATS is
currently used throughout the Departnment of Defense (DoD)
and many other U'S. governnent agencies. JCATS was
devel oped at Lawence Livernore National Laboratory and its

uses incl ude:
e Training (individuals, staffs, command el enents)
* Analysis (weapons, force structure, tactics)
« Planning (course of action anal ysis)
* M ssion Rehearsal (coordination and tim ng)

JCATS was chosen for the simulation because it is
wi dely trusted throughout the Departnment of Defense. JCATS
is considered a valid nodeling resource due to its
applications to current and future mlitary projects.3
A VHY JCATS

JCATS evolved from a nerger of the Joint Tactical
Sinmulation (JTS) and the Joint Conflict Mdel (JCM. JCATS
is a real-time, stochastic, nulti-sided, high resolution,
entity level, and interactive conbat sinulation nodel. | t
is used to nodel strategic situations through tactical
| evel s across the broad spectrum of war. It nodels
engagenments from the Joint Task Force |evel to individual

conflicts in Mlitary Operations-Q her-Than-Wr.

3 The Joint Conflict and Tactical Sinulation (JCATS) Overview Slide
Presentati on, Tom Mcgrann, Law ence Livernore National Laboratory, July
9, 2003.



The high-resolution nature of JCATS allows the anal yst
to control the inputs and actions for individual systens in
a scenario. Anal ysts are able to direct novenent and
activities of the systens and wunits wunder our control

t hrough the nodel environment with pre-planned routes.

JCATS wuses DOD validated acquisition algorithms to
determine if detection occurs and checks the terrain and
visibility paraneters for influence that may hinder
det ecti on. Conmbat between systens/units in JCATS is based
primarily on line of sight (LOS) and signal strength. Qur
targets typically have a high radar cross section, thus LOS
drives our problem Line of sight involves the threat
altitude and the sensor height. Due to the curvature of
the earth, a threat at low altitudes will remain undetected
until is cones over the horizon. The other influence in
detection is if the threat is masked by |andmasses. JCATS
algorithnms 1) check if the threat is within the radar LGOS
with sufficient signal strength and 2) checks if there are
any |andmasses or buildings that will mask the threat from
det ecti on. The radar range equation algorithnms have been

val i dated and verified to be accurate.?4

RHR, =4.12(Jh +a)

Where RHR(k) is the radar horizon range in
kil oneters, h S t he known ant enna
hei ght (neters), and a is the known threat
altitude(neters).

The environnment for the nobdel consists of a terrain
file representing the Los Angeles harbor and the
surroundi ng area. This terrain file was created from

el evation data obtained from the National |Inmagery and

4 Support of JCATS linited V and V, Janes G Taylor and Beny Neta,
Sept ember 2001, Naval Post G aduate School

8



Mappi ng Agency, ww. nima. ml, linked with the United States
Joint Forces Command in the form of Digital Terrain
El evation Data (DTED). The terrain file can be set to any
resolution desired, but the higher the resolution is, the
larger the file is. The resolution for this scenario has
the contours set to every 100 neters. The file covers a
400km x 400km ar ea.

FIGURE 3. Los Angeles Terrain File (best viewed in color)

B. KEY FUNCTI ONS OF JCATS
Some of the nost inportant features and capabilities

of JCATS that were used in our scenario are:>

S Lawence Livernore National Laboratory, JCATS Sinulation Guide,
Li vernmore, CA, 1998

9



. Pl atfornms bl ocki ng Line of Sight (LOS)

. Four |evels of aggregates: ground, fixed w ng,
hel i copter, and water.

. Peri pheral acquisitions

. Detailed trafficability node

These JCATS features, pai red W th appropriate
technical data and tactical inputs, can be conbined to

simul ate operations and tactics of a given force.

The algorithms in JCATS are conparable to those of
ot her contenporary, high-resolution Mnte Carlo conbat
simulations (e.g., JANUS ARMY) and therefore adequate for
anal ysis of issues concerning, for exanple, long and short
range sensor detection of Low Slow Flyers.®
C. BOUNDS AND LI M TATI ONS OF JCATS

Due to the JCATS database having set entities, we were
forced to alter flight characteristics of a d obal hawk
Unmanned Air Vehicle so that its flight characteristics fit
those of a LSF threat (Flight path altitude = 100 neters,
velocity = 110 knots). The choice of using the d obal hawk
to represent the threat was based on flight characteristics
and radar cross section. The d obal hawk is conparable to
the size of a Cessna or other civilian aircraft. The
flight altitude and speed were altered to represent the LSF
threat desired for simulation. JCATS is very versatile in
that the systenms and units in JCATS can be altered to nany
platforns that are not listed in the JCATS database. The
main drawback to this is that it takes tine to build
platforns that do not exist in the JCATS dat abase. One way
to counter this is to alter a current entity in JCATS and

provide it with current performance attributes through the

6 Support of JCATS limited V and V, James G Taylor and Beny Neta,
Sept ember 2001, Naval Post G aduate Schoo

10



use of JCATS VISTA. VISTA is the scenario editor’s tool in
JCATS. Through the use of VISTA we are able to change the
profiles and characteristics of any entity. An oper at or

can al so alter sensor and system characteristics.

11
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I'11. SCENARI O

A H GH VALUE UNI T

Los Angeles International Airport (LAX) is the high
value unit that is the basis for protection in this thesis.
LAX was chosen as the high value unit because of its close
proximty to the harbor and due to its high value as a
terrorist target. LAX is a likely terrorist target because
of its high visibility and mass confusion potential if a
threat were realized. LAX was chosen in a recently foiled
bonb attack because it was “sensitive both politically and
econom cal ly”.7
B. LOW SLOW FLYER THREAT

The chosen threat is a low slow flyer. Sgt  John
Sullivan, a nenber of the Los Angeles Sheriff’s Departnent,
feels the LSF threat is very viable in today’'s war on
terrorism The capabilities and options afforded a
terrorist with a low slow flyer are highly nunbered and
versatile. A low slow flyer threat can cone in the form of
a small civilian airplane, such as a Cessna, that can take

off from small, unnmonitored airfields, to a UAV arned with
expl osi ves and |aunched from small open areas. Pot ent i al
uses of Ilow slow flyers are I|limted only by the
i magi nati on. Some possible scenarios include suicide

mssions into air control towers and other superstructures
of inportance, and a bolder mssion of intercepting a |arge
internationally bound flight while taxiing on the runway.
The takeaway is that the low slow flyer is a viable threat

’Terrorist reveals why he choose LAX to bonb, July 6, 2001, Phil
Hi rschkorn, http://ww. cnn.conl 2001/ LAWO07/05/ m |l enniumplot.trial/.
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because of ease of acquirement and high potential of

damage.

The idea is that a low slow flyer can conduct a
surgical attack by flying below radar coverage. In this
scenario, we assunme the threat will travel in a straight
flight path vice a flight path that follows the contours of
the | and. Gven the low altitude flight path and the
i nconsi stent ground levels, the land itself will prove to

be the greatest hindrance to radar detection.

Using the current radar placenents, the LSF threat was
flomm in straight-line paths from an originating point
outside of radar coverage directly into LAX. The LSF flew
36 different routes, spaced 10 degrees apart, conpleting
the full 360-degree coverage. Each route was also run 10
times in order to calculate statistical data to support the
resear ch.

C. DETECTI ON FORCES

The blue forces in the scenario, are nodeled by
pl acing equivalent air defense radar systens at airport
| atitudes and |ongitudes that are currently in the greater
Los Angeles Area, see Table 2. The analysis reveal ed that
these radars left gaps fromthe sea. Therefore, additional
radars were placed on the three main islands off the coast
of Los Angeles to see how nmuch value they could be to
overall threat detection. A single Guided Mssile Cruiser
was also used in the scenario for increasing the detection
range from an ocean-originated attack. W are assum ng that
the radar cross-section of the threat is strong enough to
give all radar systens equivalent detection capabilities.
The radars contribute early warning alerts to LAX It is
also feasible to place air defense weapon systens to

14



elimnate

the threat once

det ect ed.

However ,

study, elimnating the threat was not nodel ed.

Station Latitude Longitude
Anaheim 33.51.53 117.50.33
Beaumont 33.55.47 116.57.54
Burbank Valley Pump Plant 34.11.00 118.20.00
Catalina Airport 33.24.18 118.24.57
Fontana Kaiser 34.05.00 117.31.00
Lancaster 34.44.00 118.12.00
Long Beach 33.48.42 118.08.47
LAX 33.56.17 118.24.20
LA Downtown USC 34.01.40 118.17.45
Oxnard (Camarillo) 34.11.53 119.10.31
Palm Springs 33.49.39 116.30.35
Riverside FS 33.57.04 117.23.16
Santa Barbara 34.25.33 119.50.33
Torrance 33.48.06 118.20.28

Table 2. Airport

in

Latitudes and Longitudes8

8ht t p: / / wwb. ncdc. noaa. gov/ cl i mat enor mal s/ ¢l i n20-
02/ NW5_SNOW NDYFXX_f it . dat .

15

this



TH'S PAGE | NTENTI ONALLY LEFT BLANK

16



| V. ANALYSI S METHODOLOGY

A STRATEGY

To pronote security against a LSF threat in today’'s
war on terrorism potential targets nust be prepared for
defense. Each netropolitan area is a potential target, and
has resources that can be valuable to threat detection
Airport radars are the best resource to detect Low Slow
Flyers currently in place. A network consisting of shared
data from radars in the vicinity of a targeted area would

i nprove reaction tines.

The scenario in the Joint Conflict and Tactical
Sinmulation (JCATS) nodels radars or sensors placed at
positions that represent the 15 airports in the greater Los
Angel es Area. This conbat sinmulation is then run using a
port in the Los Angel es Harbor and the surrounding areas to
Los Angeles International Airport (LAX).

It nmust be understood that we only nodel for a single
measure of effectiveness. Al'l  recommendations wll be
based on the reaction tine given to a high value target,
which is our neasure of effectiveness. W display the
neasure of effectiveness through tables and graphs that
show the effectiveness of the nunber of sensors and the
| ocation versus the gained coverage area. W | ook at the
maxi m zed mninmum | ower bound of detection range (i.e.,
reaction tine), and the maxi num average detection range of

all radars used in each scenari o run

The nmodel will show weaknesses and potential avenues a
threat LSF may take to get as close as possible to the high
val ue target, thereby causing the nost damage due to the

| owest reaction tine. Based on the calculated reaction
17



times, we identify the nost effective supporting civilian
radars to be networked with LAX. Any nmj or weaknesses t hat
are not covered by supporting airport radar coverage wll
then be conpensated for wth the addition of mlitary
sensors to extend the detection range for a greater MOXE
We use visual radar range detection images as a decision
maki ng tool in choosing sensors for data sharing.

1. Situation

The runs were conducted using a LSF attacking LAX from
varying degrees. Attacks were run originating from outside
sensor range from every ten degrees and at a flight
altitude of 100 neters. FIGURE 4 shows the orientation
used when setting the routes for attack with bearing 000
oriented to the north. Flight altitude was set at 100
meters in order to ensure the threat would be below the
 and contours. The contours in JCATS terrain file are set
at 100 neters for the same reason. These contours can be
seen in a color representation of FIGJRE 4. The speed of
the threat was set at 110 knots, which is conparable to a
common velocity for small civilian aircraft. Sensors were
placed at latitudes and |longitudes of existing airport
radars in the Los Angeles area. G ven the high value area,
all detection ranges were calculated from the |atitude and
| ongi tude of LAX. These ranges were then analyzed to find
the mninmum nunber of radars that provide the greatest
detection ranges based on our MOE. Wth sensors in place,
we flew the low slow flyer towards the high value target,
varying the route by 10-degree increnents until we have
used all 360 degrees. The LSF attacked from |low altitudes
only, since this is the nost dangerous eneny course of
action. The low altitude also ensures that the reaction

time is at least as good as the reaction tinmes at higher
18



al titudes. These values are plotted on naps of the area

showi ng the detection ranges.

Radar

Label Ai r port Latitude | Longi tude
1 Anahei m 33 51 53 |117 50 33
3 Beaunont 33 55 47 | 116 57 54
4 Bur bank Val | ey 34 11 00 | 118 20 00
5 No airport
6 Font ana Kai ser 34 05 00 | 117 31 00
7 Lancast er 34 44 00| 118 12 00
8 No airport
10 No airport
12 Torrance 33 48 06 | 118 20 28
13 Sant a Bar bara 34 25 33| 119 50 33
15 Ri ver si de 33 57 04 | 117 23 16
16 Pal m Spri ngs 33 49 39 | 116 30 35
17 Oxnard 34 11 53 |119 10 31
18 LA Downt own USC 34 01 40| 118 17 45
19 Long Beach 33 48 42 | 118 08 47

Los Angel es
20 I nt ernati onal 33 56 17 | 118 24 20
CGui ded Mssile

21 Cr ui ser 33 19 17 | 118 04 40

Table 3. Airport Labels and Positions
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viewed in color)

2. Ship Affect

A weakness was observed in the attack angles
originating fromthe sea. This weakness is due to the |ow
altitude of the aircraft and the physical features of the
land that |imt radar coverage. This weakness can be
strengthened with the placenment of an AEAS Cruiser (or
ot her Navy and Coast QGuard assets) in the alley of the weak
detection. An AEIG@ S Cruiser was placed along the bearings
in which the reaction tine was effectively lowered to |ess
than 6 mnutes. The AEG@S Cruiser is then able to |engthen
the reaction tinme sufficiently enough to allow for a nore
conpl ete radar coverage against the low slow flyer. Due to

the limted resources available for detection to the
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seaward side of the target, a ship is a valuable asset to
acconplish extended range detection. O her options used
were adding radars to islands to further extend radar
coverage to the sea, however not all harbors allow for
island placed radars. Not nodeled with this scenario,
there would al so be assets available to a CG or equival ent
ship consisting of weapons to destroy the target once
detected, as well as a helicopter detachment to extend
radar coverage over the horizon.

3. Most Li kely Course of Action

There are currently over 40 airfields within 300 mles
of the high value target.® For this scenario only those
radars and airports within the greater Los Angeles Area
were used, these radars can be seen in TABLE 3 with their
corresponding latitude and | ongitude. These airfields are
considered as one of the nost likely launch areas for any
terrorist attack if a small civilian aircraft conducts the
at t ack. The position of these airfields allow for any
straight-line route of attack to be taken for an attack on
LAX. Simulations are run using these routes. The
detection ranges and reaction tinmes from each sinulation
run are recorded and analyzed. Once these values are
recorded we can provide reconmendations for which radar
| ocations are the nobst valuable in terns of gaining
reaction tine. Security at all airfields nust be increased
in order to avoid an attack from a local airfield. An
attack froma local airfield would nean that the threat is
never detected outside of LAX vicinity since the attack

would originate at such a close proximty to its target

Sht t p: / / wwb. ncdc. noaa. gov/ cl i mat enor mal s/ ¢l i n20-
02/ NW5_SNOW NDYFXX_f it . dat .
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that reaction tine would then be a negligible neasure of
ef fecti veness.
B. MEASURES OF EFFECTI VENESS

The neasure of effectiveness will be equivalent to an
altered cookie cutter nodel due to the effects from changes
in elevation that alter the detection radius. The actua
neasure of effectiveness is the reaction tinme that 1is
afforded LAX for an inconmng attack. To calculate this
MOE, the detection radius from Los Angeles International
Airport is converted from a distance in kilometers to a
time in mnutes. The Low Slow Flyer will travel at a
constant speed of 110 knots. The LSF travels at 110 knots
because that is a common flight speed of civilian aircraft.
This speed was used to calculate all reaction tines. The
reaction tinmes wll change inversely with a change in
speed. This study wll show the advantages of a
comuni cation network of radar systens at each airport in
the area. W will wutilize the sensors to achieve the
| ongest reaction tinmes as well as to show how vul nerabl e
the Los Angeles International Airport nmay be to attack from
a low slow flyer threat.
C. ASSUMPTI ONS

There are sonme key assunptions nmnade to conduct this
st udy.

1. JCATS

These assunptions are nmade concerning the conbat
simulator used to gather the statistical data of the
detection of the Low Slow Flyer threat by the airport radar
syst ens.

a. The Accuracy of JCATS
An assunption was made as to the accuracy of

JCATS to conduct realistic sinmulations with accurate and
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realistic results. The DOD trusts JCATS accuracy, as
previ ously nentioned.
b. JCATS Systens and Sensors
An assunption was nade as to the realistic
representation of the sensors and systens that were used in
this conbat sinmulation. W verified the radar performance
and LSF characteristics to be an accurate representation of
real world entities. The eneny Low Slow Flyer was assuned
to have the sanme flight characteristics as a d obal hawk
UAV. The LSF was al so assuned to have a | arge enough radar
cross section so that all air defense radars have equal
detection performance. That is, at the ranges we | ooked at
once the LSF was unobstructed the radars could detect it
with high probability. W assuned the airport radar
systens have the sanme detection characteristics as the
JCATS Air Defense Radar system
2. Low Sl ow Fl yer
These assunptions were made concerning the perfornmance

of the eneny Low Sl ow Flyer threat.

a. The Low Slow Flyer Travels In a Straight-
line
The Low Slow Flyer was assunmed to travel in a
straight line along a single line of bearing from LAX

This assunption was made due to the infinite nunber of
possi bl e routes that can be taken by the eneny threat. Due
to the contours of the land in the vicinity of LAX an
eneny aircraft could possibly remain undetected until it
arrives in the open spaces around LAX giving less than 10
m nutes of reaction tinmne.

b. The Low Sl ow Flyer Travels with the Contours

Due to the nature of a Low Slow Flyer, such a
threat will travel below radar coverage when possible by
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following the contours of the |and. The hills around LAX
actually support in the detection of threats since the
threat nust fly above the radar horizon at ~certain
di st ances.
3. Radar Sensors
These assunpti ons wer e made concer ni ng t he
i nterconmuni cation of all radar systens in the vicinity of
LAX.
a. Al'l Radar Systens Share Data
Al radar systens have a full account of al
detection data of each radar system This assunption is
akin to that of an omiscient presence that can see what
all systens see. The assunption of Network Centric
Qperations is critically inportant to extending the
detection ranges and the reaction tines.
b. Radar System Characteristics

Al radar systens have the sane detection
characteristics. Al'l radars have the sanme power and can
detect the sane signal strengths of threats. |In JCATS, the

detection range for each radar is set to 50,000 kil oneters.
50, 000 kil oneters was chosen because it is |arge enough to
detect the threat at a low altitude based on line of sight
characteristics.

C. Al'l Radars Have the Sane Capability

Al'l radars have the sanme detection capability and
are susceptible to the sane interference and nmasking of the

t hr eat .
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V. RESULTS

A DATA COLLECTI ON

Data collection was acconplished by running 10 Monte
Carlo batch runs at each route of attack. The out puts of
these 10 runs were then placed in EXCEL and the average and
| ower confidence bounds were calcul ated. The | ower
confidence bounds on the average detection range were used
because we are concerned with the worst-case scenario from

each attack route.

95% LowerBound = X ~Loso (L]

J10
Wiere X is the average of 10 sinulation runs and

s is the sanpl e standard devi ati on.

Each radar placenent was calculated with a distance to
LAX. This distance was then converted to a reaction tine

using the foll ow ng equation.

DETECTIONRANGE (k) = | {(Vaerees = Vi) * (Vasreer = %))

The detection range is calculated in kiloneters. The
x and y coordinates are both calculated from the JCATS

grid, which is in kiloneters.

REACTIONTIME (min) = [D ETECTIONRANGE 60}

VLSF

The Reaction tinme is calculated from the above
detection range and the speed of the LSF(Vise) in
ki | onet er s/ hour . See tables 4 and 5 for the detection
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ranges and reaction times for LAX wi thout any other radars
net wor ked.

1. LAX Dat a

First we | ooked at the detection ranges from LAX using
only itself as a radar resource. Looking at the data
gathered, there is a huge weakness comng from the 160-170
routes and from 300. These two areas where there is a huge
drop off in detection range are attributed to |and masses
that mask the eneny threat as it approaches the target.
Therefore, radar sensors nust be placed for detection. One
other note is that we would |like to increase the ranges
t hroughout all potential routes. 45 kil ometers traveling
at 110 knots gives a reaction tine of approximtely 14
m nut es. The data from TABLE 4 is explicitly shown in
FIGURE 5, with the dark circle representing the detection

ranges.

Direction| Detection Range (km) |Direction|Detection Range (km) | Direction | Detection Range (km)
000 46.59 120 46.39 240 44.27
010 45.76 130 44 .53 250 44.73
020 46.77 140 42.53 260 45.01
030 43.78 150 45.09 270 47.78
040 45.20 160 21.86 280 45.36
050 45.90 170 17.36 290 45.82
060 45.65 180 44.71 300 26.54
070 4413 190 46.59 310 44 .63
080 46.75 200 45.13 320 43.97
090 46.01 210 42.53 330 46.32
100 48.40 220 42.95 340 42.23
110 43.52 230 42.69 350 45.01

Tabl e 4. Detection Ranges (Lower Bounds) for LAX
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Direction| Reaction Time(min) | Direction | Reaction Time(min) | Direction | Reaction Time(min)
000 13.86 120 13.81 240 13.17
010 13.62 130 13.25 250 13.31
020 13.92 140 12.66 260 13.39
030 13.03 150 13.42 270 14.22
040 13.45 160 6.51 280 13.50
050 13.66 170 5.17 290 13.63
060 13.58 180 13.30 300 7.90
070 13.13 190 13.86 310 13.28
080 13.91 200 13.43 320 13.09
090 13.69 210 12.66 330 13.78
100 14.40 220 12.78 340 12.57
110 12.95 230 12.70 350 13.39

Tabl e 5. Reaction Tinmes (Lower Bounds) for LAX

FI GURE 5. LAX Radar Ranges (best viewed in color)
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The LAX data shows that there are two areas that give
a very small reaction time, as nentioned bel ow The best
we could ask for in this case was a little over 5 mnutes
reaction tine.

2. Sel ecting the Best Radar with LAX

W now |look at which existing airport radar system
woul d give LAX the greatest additional benefit. W | ooked
at two possible ways to neasure the MOE. One would be to
give the highest overall average of reaction tines using
the | ower bounds. The second nethod used the radar that
provided the highest reaction tinmes when |ooking at the
mnimm tines from all of the routes flown by the LSF.
These correspond to a well-planned and nore random
terrorist attack. TABLE 6 shows the corresponding | ower

bounds with LAX s radar supplenmented with only one other

radar .
Reaction
RADARS | detection(km) | detection(km) | Times(min)
average minimum Average minimum

LAX 43.12 17.36 12.83 5.17
LAX,1 54.66 19.90 16.27 5.92
LAX,3 61.52 17.36 18.31 5.17
LAX,4 44.76 17.36 13.32 5.17
LAX,5 44.92 17.36 13.37 5.17
LAX,6 52.65 17.36 15.67 517
LAX,7 56.12 17.36 16.70 517
LAX,8 54.70 17.36 16.28 5.17
LAX,10 51.51 17.36 15.33 5.17
LAX,12 45.47 17.36 13.53 5.17
LAX,13 49.28 17.36 14.67 5.17
LAX,15 53.18 17.36 15.83 5.17
LAX,16 59.91 17.36 17.83 5.17
LAX,17 56.26 17.36 16.74 5.17
LAX,18 47.04 17.36 14.00 5.17
LAX,19 47.99 17.36 14.28 5.17

Table 6. LAX with Single Radar Detection Data
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a. Hi ghest Overall Average

To gain the highest overall average detection
time, LAX radar should be supplenmented with Radar 3, which
is the radar |ocated in Beaunont, CA, as seen in TABLE 6
This may be deceiving in that this radar is |ocated east
from LAX Adding Radar 3 does not increase the |owest
reaction tinme; however it does increase the eastern ranges
by a large margin. This skews the average; however we can
see that there is a benefit from adding Radar 3. The main
problemis that it does not solve the problem that we have
with only LAX as our sensor. The weakness still remains at
bearings 160, 170, and 300, as seen in TABLE 7 below and in
FI GURE 6.

LAX LAX,3 LAX LAX,3 LAX LAX,3
direction range range direction range range direction range range

000 46.59 46.59 120 46.39 162.50 240 44.27 44.27

010 45.76 45.76 130 44.53 150.76 250 44.73 44.73

020 46.77 46.77 140 42.53 42.53 260 45.01 45.01

030 43.78 43.78 150 45.09 45.09 270 47.78 47.78

040 45.20 45.20 160 21.86 21.86 280 45.36 45.36

050 45.90 45.90 170 17.36 17.36 290 45.82 45.82

060 45.65 45.65 180 44.71 44.71 300 26.54 26.54

070 44.13 44.13 190 46.59 46.59 310 44.63 44.63

080 46.75 147.13 200 45.13 45.13 320 43.97 43.97

090 46.01 174.49 210 42.53 42.53 330 46.32 46.32

100 48.40 154.99 220 42.95 42.95 340 42.23 42.23

110 43.52 147.89 230 42.69 42.69 350 45.01 45.01

Table 7. Reaction Tinmes with LAX and t he Beaunont
Radar ( 3)
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FI GURE 6. LAX Radar with Beaumont Radar (3)

b. Hi ghest M ni num Reaction Ti ne

To achieve the highest mninmm reaction time we
woul d add Radar 1, which is located in Anaheim CA, taken
from TABLE 6. W can see that the radar coverage m nimm
detection range increases from 17.36 kilonmeters to 19.90
kil ometers gaining us .76 mnutes or a little nore than 45
seconds. One observation fromthese values is that Anaheim
is the only radar that was able to provide any coverage for
the threat as it approaches from the south. Upon further
investigation, there is a hill that lies along the 170 line
of bearing from LAX on the peninsula that nmasks the threat
until it is alnmost 5 mnutes away. The ranges from addi ng
Radar 1 are seen in Table 8 and are pictured in Fl GURE 7.
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LAX LAX,1 LAX LAX,1 LAX LAX,1
direction | Range range [ direction | range range | direction | range range

000 46.59 46.59 120 46.39 95.65 240 44.27 44.27

010 45.76 45.76 130 44.53 87.61 250 44.73 44.73

020 46.77 46.77 140 42.53 54.91 260 45.01 45.01

030 43.78 43.78 150 45.09 63.67 270 47.78 47.78

040 45.20 53.92 160 21.86 47.40 280 45.36 45.36

050 45.90 66.46 170 17.36 19.90 290 45.82 45.82

060 45.65 75.92 180 44.71 44.71 300 26.54 26.54

070 44.13 78.08 190 46.59 46.59 310 44.63 44.63

080 46.75 96.03 200 45.13 45.13 320 43.97 43.97

090 46.01 74.46 210 42.53 42.53 330 46.32 46.32

100 48.40 100.16 220 42.95 42.95 340 42.23 42.23

110 43.52 84.30 230 42.69 42.69 350 45.01 45.01

Table 8. Reaction Tines with LAX and Anahei m Radar (1)

FI GURE 7. LAX and Anahei m Radar (1)

3. Selecting Multiple Radars to Support LAX
While looking at the effects of integrating nore than

one radar to support air detection in the LA area, nany
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factors were considered. 1) Wiich radars cover the
greatest nunber of intended routes? 2) \Wiich radars
i ncrease the previous |ow detection ranges? 3) Is there a
conbi nati on of radars that can be used to greatly increase
the reaction tine?

a. VWhich Radars Cover the Greatest Nunber of
| nt ended Rout es?

Many radars placenents were able to detect the
low slow flyer from multiple attack routes. The radar
detection matrix is listed below By looking at the matrix
it is noticed that radars 18 and 19 both detect the threat
at alnost all routes. This is due to the close proximty
that these radars have to LAX. Also of note is that radars
8 and 10 hardly ever detect the threat, this is due to
their outlying positions from LAX Table 9 shows where
each radar detects the threat as shown by a shaded and

mar ked X at each beari ngs.
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Tabl e 9. Radar Pl acenent and Detecti on

b. Whi ch  Radars | ncrease the Previous Low
Det ecti on Ranges?

Radars with a close proximty too LAX wll not
increase the reaction tinmes an extrenme anount. As the
radar distance increases from LAX the ability to detect the
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threat from as many routes decreases. The best radars of
choice are those that lie somewhere in the mddle. For
these radars can detect the threats from nultiple routes
and give LAX a large increase in detection range and
reaction tine. The individual effects each radar has on
detection ranges can be seen below in Table 10.
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LAX LAX,1 LAX,3 LAX4 LAX,6 LAX,7 LAX,12 LAX,13 LAX,15 LAX,16 LAX,17 LAX,18 LAX,19

direction
000 46.6 46.6 46.6 46.6 46.6 121.5 46.6 46.6 46.6 46.6 46.6 52.9 46.6
010 45.8 45.8 45.8 45.8 45.8 137.5 45.8 45.8 45.8 45.8 45.8 46.8 45.8
020 46.8 46.8 46.8 46.8 46.8 125.8 46.8 46.8 46.8 46.8 46.8 51.3 46.8
030 43.8 43.8 43.8 43.8 43.8 112.9 43.8 43.8 43.8 43.8 43.8 49.8 43.8
040 45.2 53.9 45.2 45.2 45.2 88.1 45.2 45.2 45.2 45.2 45.2 52.6 45.2
050 45.9 66.5 45.9 45.9 65.1 45.9 45.9 45.9 45.9 45.9 45.9 62.7 49.3
060 45.6 75.9 45.6 45.6 45.6 45.6 45.6 45.6 45.6 45.6 45.6 61.5 54.3
070 44.1 78.1 44.1 44.1 44.1 44.1 44.1 44.1 44.1 44.1 44.1 58.8 57.0
080 46.8 96.0 147.1 50.5 | 130.7 | 46.8 48.9 46.8 126.7 177.0 46.8 56.7 66.3
090 46.0 74.5 174.5 492 | 1282 | 46.0 52.8 46.0 108.1 197.4 46.0 57.1 67.4
100 48.4 100.2 | 155.0 484 | 1201 48.4 53.9 48.4 140.2 223.1 48.4 55.5 70.2
110 43.5 84.3 147.9 435 | 106.7 | 435 57.0 43.5 108.5 191.5 43.5 53.8 72.5
120 46.4 95.7 162.5 46.4 69.1 46.4 60.6 46.4 109.8 46.4 46.4 50.6 73.0
130 44.5 87.6 150.8 44.5 44.5 44.5 62.0 44.5 44.5 44.5 44,5 48.0 73.9
140 42,5 54.9 425 42.5 42,5 88.3 425 42.5 425 42,5 425 52.6 45.3
150 45.1 63.7 45.1 45.1 45.1 45.1 65.2 45.1 45.1 45.1 45.1 45.1 45.1
160 21.9 47.4 21.9 21.9 21.9 21.9 23.6 21.9 21.9 21.9 21.9 23.9 21.9
170 17.4 19.9 17.4 17.4 17.4 17.4 17.4 17.4 17.4 17.4 17.4 17.4 17.4
180 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7
190 46.6 46.6 46.6 46.6 46.6 46.6 46.6 46.6 46.6 46.6 46.6 46.6 46.6
200 45.1 45.1 45.1 45.1 45.1 45.1 45.1 45.1 45.1 45.1 45.1 45.1 45.1
210 425 425 425 425 425 425 425 425 425 425 425 425 425
220 42.9 42.9 42.9 42.9 42.9 42.9 42.9 42.9 42.9 42.9 42.9 42.9 42.9
230 42.7 42.7 427 42.7 42.7 42.7 427 42.7 427 42.7 42.7 42.7 42.7
240 44.3 44.3 44.3 44.3 44.3 44.3 44.3 44.3 44.3 44.3 44.3 44.3 44.3
250 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7 44.7
260 45.0 45.0 45.0 45.0 45.0 45.0 45.0 45.0 45.0 45.0 78.6 45.0 45.0
270 47.8 47.8 47.8 47.8 47.8 47.8 47.8 47.8 47.8 47.8 107.6 47.8 47.8
280 45.4 45.4 45.4 45.4 45.4 45.4 45.4 150.9 45.4 45.4 121.9 45.4 45.4
290 45.8 45.8 45.8 45.8 45.8 45.8 45.8 162.1 45.8 45.8 123.5 45.8 45.8
300 26.5 26.5 26.5 45.5 26.5 26.5 29.5 26.5 26.5 26.5 117.2 26.5 26.5
310 44.6 44.6 44.6 51.6 44.6 44.6 44.6 44.6 44.6 44.6 106.0 44.6 44.6
320 44.0 44.0 44.0 55.3 44.0 44.0 44.0 44.0 44.0 44.0 91.9 44.0 44.0
330 46.3 46.3 46.3 61.0 46.3 46.3 46.3 46.3 46.3 46.3 71.5 49.8 46.3
340 422 422 42.2 422 42.2 42.2 42.2 42.2 42.2 42.2 422 42.2 42.2
350 45.0 45.0 45.0 45.0 45.0 109.5 45.0 45.0 45.0 45.0 45.0 51.5 45.0

Average(km) 43.12 54.66 6152 4476 5265 56.12 4547 4928 5318 59.91 56.26 47.04 47.99
Minimum(km) 17.36 19.90 17.36 17.36 17.36 17.36 17.36 1736 1736 1736 17.36 1736 17.36
React(min) 1283 16.27 18.31 13.32 15.67 16.70 13.53 14.67 1583 17.83 16.74 14.00 14.28
time(min) 517 592 517 517 517 517 517 5.17 5.17 5.17 5.17 5.17 5.17

Tabl e 10. Si ngl e Radar Advantages to Detection
Range (km and Reaction Tines (mn)

C. Is There a Conbination of Radars That Can Be
Used to Greatly Increase the Reaction Tinme?

The best course of action is to use a conbination
of radars that can be data-linked to one another and share
detection information. So we |ooked at the radars that
detected the threat at nmultiple routes and that gave us the
best reaction tinmes w thout much overlap. This seened very
reasonabl e except for the routes taken fromthe sea. There

is currently only one radar systemfromthe sea and that is
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on Catalina Island. Radars 8 and 10 were placed for a what-
if scenario. Even if the radars on the islands were in
pl ace the radar horizons would still allow for a threat to
penetrate near to LAX undetected due to the distances
bet ween the i sl ands. Still, there were a few conbi nations
of radars that would be extrenely valuable to the reaction

time for LAX. These advantages are seen in Table 11.

LAX,1,4,5,8,10,17 LAX1,3,4,5,7,8,10,17 ALL LAX,1,3,7,8,10,17 LAX,1,7,17 LAX1,3,7,17

direction
000 46.59 121.50 121.50 121.50 121.50 121.50
010 45.76 137.52 137.52 137.52 137.52 137.52
020 46.77 125.84 125.84 125.84 125.84 125.84
030 43.78 112.88 112.88 112.88 112.88 112.88
040 53.92 88.05 88.05 88.05 88.05 88.05
050 66.46 66.46 66.46 66.46 66.46 66.46
060 75.92 75.92 75.92 75.92 75.92 75.92
070 78.08 78.08 78.08 78.08 78.08 78.08
080 96.03 147.13 177.02 147.13 96.03 147.13
090 74.46 174.49 197.39 174.49 74.46 174.49
100 100.16 154.99 22310 154.99 100.16 154.99
110 84.30 147.89 191.51 147.89 84.30 147.89
120 95.65 162.50 162.50 162.50 95.65 162.50
130 87.61 150.76 150.76 150.76 87.61 150.76
140 54.91 88.25 88.25 88.25 88.25 88.25
150 63.67 63.67 65.24 63.67 63.67 63.67
160 47.40 47.40 47.40 47.40 47.40 47.40
170 19.90 19.90 19.90 19.90 19.90 19.90
180 165.99 165.99 165.99 165.99 44.71 44.71
190 162.02 162.02 162.02 162.02 46.59 46.59
200 152.90 152.90 152.90 152.90 45.13 45.13
210 114.78 114.78 114.78 114.78 42.53 42.53
220 111.45 111.45 111.45 111.45 42.95 42.95
230 63.31 63.31 63.31 42.69 42.69 42.69
240 162.42 162.42 162.42 162.42 44.27 44.27
250 160.13 160.13 160.13 160.13 44.73 44.73
260 78.60 78.60 78.60 78.60 78.60 78.60
270 107.57 107.57 107.57 107.57 107.57 107.57
280 121.88 121.88 150.88 121.88 121.88 121.88
290 123.50 123.50 162.06 123.50 123.50 123.50
300 117.17 117.17 117.17 117.17 117.17 117.17
310 106.04 106.04 106.04 106.04 106.04 106.04
320 91.93 91.93 91.93 91.93 91.93 91.93
330 71.54 71.54 71.54 71.54 71.54 71.54
340 45.33 45.33 45.33 42.23 42.23 42.23
350 109.49 109.49 109.49 109.49 109.49 109.49
Average(km) 90.21 111.92 118.41 111.27 80.20 91.30
Minimum(km) 19.90 19.90 19.90 19.90 19.90 19.90
React(min) 26.85 33.31 35.24 33.11 23.87 2717
time(min) 5.92 5.92 5.92 5.92 5.92 5.92
Tabl e 11. Radar Conbi nati ons and Their Advant ages
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Table 11 shows that these conbinations nore than
double the average reaction tinme but they still |eave the
weakness from the sea. Graphi cal representation of these
radar networks can be seen in FIGURES 8, 9, and 10. Each
network continues to show the weakness form the sea, but

they have strengthened the original weakness from bearing

300. One thing of note is that FIGQURE 10 shows the
detection ranges for LAX and all radars networked. Thi s
network still has a weakness from the sea. So how can we

solve this weakness that exists fromthe sea?

i

£

FI GURE 8. LAX with Anahei m Lancaster, and Oxnard
Radars (best viewed in color)
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B s

FI GURE 9. LAX and Anahei m Beaunont, Lancaster, and
Oxnard Radars (best viewed in color)

—]

FI GURE 10. Maxi mum Ranges of LAX with Al Radars (Best
viewed in color)
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4.
One way to
ranges fromthe sea would be to add a naval

The Benefits of a Naval

i ncrease the

Pr esence

presence.

was done in JCATS by adding a Guided Mssile Cruiser
position along the threat

attack

in FIGURE 11.

IS,

axi s where the weakest
170- 180 beari ngs. The
i ncreased and covered the weakness,

Wth LAX and only a Navy AEA S Crui ser,

as seen

reaction
in Table 12 and

reaction tines and detection

Thi s

a

poi nt of
times here

t he

weakness now becones the bearing 300 with a reaction tinme

of under 8 mn nutes.

LAX,CG LAX,CG LAX,CG

React React React

direction | range Time direction | range Time direction | range Time
000 46.59 13.87 120 46.39 13.81 240 44.27 13.17
010 45.76 13.62 130 44.53 13.25 250 44.73 13.31
020 46.77 13.92 140 42.53 12.66 260 45.01 13.39
030 43.78 13.03 150 45.09 13.42 270 47.78 14.22
040 45.20 13.45 160 109.63 32.63 280 45.36 13.50
050 45.90 13.66 170 110.60 32.91 290 45.82 13.64
060 45.65 13.58 180 100.98 30.05 300 26.54 7.90
070 44.13 13.13 190 55.34 16.47 310 44.63 13.28
080 46.75 13.91 200 45.13 13.43 320 43.97 13.09
090 46.01 13.69 210 42.53 12.66 330 46.32 13.79
100 48.40 14.40 220 42.95 12.78 340 42.23 12.57
110 43.52 12.95 230 42.69 12.70 350 45.01 13.40

Tabl e 12. Detection Data for LAX wth AEG S

Crui ser
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FI GURE 11. Det ecti on Envel ope for LAX with AEA S
Crui ser (best viewed in color)

B. SUMVARY

The main detection concern with low slow flyers is
that they will be able to arrive on target w thout being
seen by flying below the radar. In the Los Angeles Area
there are enough hills and valleys that a threat of this
kind will be able to get close enough to LAX to cause
damage whether it is detected or not. To detect the threat
and to allow enough reaction time for LAX would require
nore assets than LAX radar al one.

1. LAX as a Single Entity

As a single entity LAX would be able to detect the

threat with less than 15 mnutes notice at best and only 5
40



mnutes at its weakest point. This is unacceptable for
def ensi ve reactions like evacuat i on and aircraft
depl oynent . LAX needs nore radar assets to work in
conjunction with it in order to have anple tine to react.

2. LAX with One Radar

The addition of one current airport radar to the LAX
radar will have mninmal effect on both the overall average
detection range and the mninum detection range. By
networking Radar 3 to the LAX radar, the raction tine
increases from 13 mnutes to 18 mnutes. Ganted 5 m nutes
is a lot of time, however this only greatly increased the
reaction tinme from the easterly direction. The ot her
reaction tines remmined the sane. The m ninum reaction
time also remai ned constant at 5 m nutes.

3. LAX with Multiple Radars

Wth nultiple radars the overall average detection
range was greatly affected by the addition of nmultiple
radars. However the mninum detection range renained
constant once again. Wth every radar added to the shared
data network, the average reaction tinme was a little nore
than 35 mnutes, which is a great increase fromthe average
reaction tinme of LAX by itself, i.e., 13 mnutes. Addi ng
1, 3, 7, and 17 to LAX increases the average reaction tine
to 27 mnutes. This is the nost feasible network to build
given the radar overlap, the distance each radar is |ocated
from LAX, and the coverage area associated wth inbound
traffic to LAX

G ven the recommended radar network, the weakness from
the sea still exists in that the reaction tine still
remains at 5 mnutes. No matter how many of the existing
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airport radars we connect to the network, the weak spot

exi sts.

FI GURE 12. Det ecti on Envel ope for LAX with Anaheim
Beaunont, Lancaster, Oxnard Radars

4. Benefits of Naval Presence

The benefits of a naval presence to this scenario are
great. Due to the overwhel m ng weakness from the sea, the
greatest way to conbat this aside from adding a sea based
radar systemis to position an AEG S cruiser off the coast.
This ship not only allows for early warning but also has a
def ensi ve weapons capability not inherent to other radar
systens. The increase in reaction tinme and detection range
is noted in the table below, Table 13. FIGURE 11 and Tabl e
12 show the radar coverage gain and that the weakness now

lies inland vice seaward as before.
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RANGE Reaction Time
LAX
LAX w/CG LAX | LAXw/CG

Average | 43.13 49.96 12.83 14.87
Minimum | 17.36 26.54 5.17 7.90
Tabl e 13. Data | nprovenent of LAX with AEG S
Crui ser

C. ANALYSI S

The best configuration is to add multiple radars with
a cruiser off the coast. This elimnates any weakness in
the radar coverage and allows for the greatest reaction
time for LAX, which is our high value honeland asset. CQur
recommended configuration is to have radars LAX, 1, 3, 7,
17 along with a cruiser. Table 14 shows the new detection
ranges and reaction tinmes, and it is depicted graphically
i n FI GUREL3.

Range Time Range Time Range Time
direction (km) (min) direction (km) (min) direction (km) (min)
000 121.50 36.16 120 162.50 48.36 240 44.27 13.17
010 137.52 40.93 130 150.76 44.86 250 44.73 13.31
020 125.84 37.45 140 88.25 26.26 260 78.60 23.39
030 112.88 33.59 150 63.67 18.95 270 107.57 32.01
040 88.05 26.21 160 109.63 32.63 280 121.88 36.27
050 66.46 19.78 170 110.60 32.91 290 123.50 36.75
060 75.92 22.59 180 100.98 30.05 300 117.17 34.87
070 78.08 23.24 190 55.34 16.47 310 106.04 31.56
080 147.13 43.79 200 45.13 13.43 320 91.93 27.36
090 174.49 51.93 210 42.53 12.66 330 71.54 21.29
100 154.99 46.13 220 42.95 12.78 340 42.23 12.57
110 147.89 44.01 230 42.69 12.70 350 109.49 32.58

Range Time

Average 97.35 28.97

Minimum | 42.23 12.57

Tabl e 14. Ranges and Reaction Tinmes of LAX with

Anahei m Beaunpnt, Lancaster, Oxnard, and AEG S Crui ser
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Det ecti on Envel ope of LAX with Anahei m

FI GURE 13.

and AEA S Crui ser

Oxnard,

, Lancaster,

Beaunont
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VI . CONCLUSI ONS AND RECOMMENDATI ONS

A WEAKNESSES

1. From t he Sea
Thr oughout al |l scenarios ran, this remained the
bi ggest concern from a LSF threat. The threat would be

able to close to LAX leaving no nore than 5 mnutes of
reaction tine. There are two options to solve this threat
probl em

a. Addi ng a Naval Presence

One would be the addition of a naval presence
along the threat bearings 160-200. This would allow for an
increase in the reaction tine as well as provide a capable
means to destroy any threat that approached. This is a
reliable weapon against a low slow flyer and would force
the threat to attenpt an attack along a | andward route.

b. Addi ng Radars On the Islands

There are three main islands off the coast of Los
Angel es. These islands could serve as a forward station of
a radar system if placed properly, i.e., highest point to
allow greatest field of wvision. This would require
mai nt enance and man-hours to run them but would give nore

radar coverage from a weak spot in the defense of Los

Angel es.
2. Fromthe North
There also remnined a weakness for LAX alone. At

bearing 300 a threat would be able to close LAX to within
26 kiloneters and only 8 mnutes of reaction tine before
bei ng det ect ed. The threat is able to hide behind a hil

from this bearing. If no other radars are added, then a
solution here would be to add a separate radar system atop
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the hill to ensure full <coverage is gained from this

di recti on.
B. RECOMVENDED SOLUTI ONS FOR WEAKNESSES
1. Naval Presence

No matter how many existing airport radars were chosen
to help support the LAX radar detection ranges, there
al ways renmai ned the weakness from the Sea. Thi s weakness
was solved with the addition of the Cruiser. The results
show that the reaction tinme was increased and the m nimum
reaction tines went from5 mnutes up to 12 mnutes along
these critical bearings.

2. Net wor ki ng Anong Radar s

Networking the radars also relieved the weakness from
t he northwest when other radars were able to share contact
data wth LAX There was a substantial increase in
reaction times when networking between sensors. The
mninmum reaction tinme increased from 6 mnutes to 35
m nutes along the critical route.

3. | ncorporating Land Based Radars

I nstead of adding a Naval presence to supplenent the
airport radar systens, |and based radars could be added
with simlar benefits. Strategically positioned |and based
radars on islands or other |and masses could provide an
extended detection range wthout having to utilize Navy
assets.

C. FOLLOW ON RESEARCH TOPI CS

1. Neutralizing the Threat

Not covered in this thesis is the act of taking the
threat out once detected. This potentially has many steps.
Communi cation, Rules O Engagenent, and weapon selection
need to be incorporated for this step. This thesis only
detected the threat and tried to allow for the greatest
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reaction tinme. There may be very different radar choices
if the destruction of the threat is the goal due to
probability of kill applications.

2. Application To O her Geographic Locations

What makes Los Angeles a good target for a terrorist
attack is that there are many nountains and |and masses to
mask the approach of the threat from many directions.
However, w thout a naval presence the threat can close to
within striking distance from the sea no matter how many
existing radars are utilized. The principles of this
thesis can be applied to other harbors, seaports or cities
that a terrorist attack potential exists.

3. Application To Different Threat Types

This thesis is designed to detect a Low Slow Flyer
threat to a large urban area. If the threat were faster
then the reaction tine would |ower imensely. A subsonic
cruise mssile traveling at 550 knots at a |low altitude
will allow a reaction time equal to 20% of the posted tines
in this thesis. So, instead of 30 mnutes of reaction tine
LAX would then have 6 m nutes. Not only that, but the
probability of kill for such a threat would decrease. Wth
any other threat it would be inperative to destroy the
threat if it were a faster threat at any altitude.
Therefore, a naval presence would be a great advantage to
any conbating any threat fromthe sea.
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